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CONDITIONAL DHCP OPTION DELIVERY BASED UPON VENDOR ID

Many devices use DHCP Options to determine their default configuration and / or firmware loads. For instance,

many VolP endpoints listen for DHCP Option 66 or DHCP Option 160 when booting and use the contents as the

location from which to obtain their configuration file(s). This works very well in general, however when there are

multiple devices from differing vendors or even multiple models from the same vendor the situation can

degenerate into chaos. It is a bad idea, for instance, for Polycom phones to boot up while attempting to use

Panasonic phone configuration files!

Most devices, when they generate a DHCP address request, include a DHCP Option 60 Vendor Class / ID string

identifying themselves as part of the request to the DHCP server. The DHCP server can utilize this value to

determine what options should be returned.

Values for some popular endpoints/phones are:

Manufacturer Option 60 Value | Notes
(VendorID)

Polycom Polycom-{model} | Initial capital letter. Model is appended after
hyphen. Use trailing wild-card to allow for all
models.

Yealink yealink All lower case. Same for all models. Use
trailing wild-card to allow for future changes.

Cisco Cisco* or Anything starting with Cisco or CISCO.. There is

CISCO* no consistency between phone models.

Panasonic Panasonic Initial capital letter. Same for all models.
Use trailing wild-card to allow for future
changes.

Different DHCP servers have differing methods of using the Vendor Class/ID. Examples are given below.

Please note that the configuration changes must be made identically on ALL DHCP servers that may possibly

service the devices.

CONFIGURATIONS

1. Windows Server 2012 or later DHCP Server
1.1. Create a Polycom vendor class

1.1.1. Right click on the 'IPv4' tree item and select 'Define Vendor Classes...".

v @ pHCe
v § dcl.celab.ringcentral.com
VB
Display Statistics...
New Scope...
New Superscope...
New Multicast Scope...
Configure Failover...
Replicate Failover Scopes...
< Define User Classes...
2 ; Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...
New Window from Here
Refresh

Properties

Help

1.1.2. Click on the 'Add' button.

1.1.3. Enter 'Polycom’ for both 'Display Name' and 'Description’, then click directly under the 'ASCII'

heading and enter 'Polycom’. Click on 'OK', then click on 'Close'. Repeat for any other vendors that
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may be needed based upon the table of vendors previously provided. Use descriptive names.

Name. | [ Add..
Microsoht Windows 20, Microsoft vendor-spacific option
Microsolt Windows 38 ... Microsoft vendor-speciic option Edt...
Microsoft Options Microsoft vendor-specific option
Polycom Polycom Remave
Edit Class  § x
Display name
[Polyco]
Descrption: Close:
[Fobveom Q
D: Binary: ASCIL
0000 50 6F 6C 79 63 6F 6D Folycon

o |

1.2. Create one or more policies. We will use Polycom endpoints for an example. This should be repeated if
you have multiple vendors' devices in your network, using appropriate names.
1.2.1. You will find 'Policies' in the selection tree under both the IPv4 heading and under each individual
scope. To create a policy that applies to all IPv4 scopes you perform the following steps using the
'Policies’ under the IPv4 heading. Using the 'Policies' under an individual scope results in a policy
that only applies to that IP scope/range, for instance only the LAB/TEST network.

1.2.2. Right click on the 'Policies' item appropriate for the desired scope, then select 'New Policy'.

v @ DHcp
v § dcl.celab.ringcentral.com
v B IPv

3 Server Options

» 2] Scope[172.16.241.0] LAB-1
-l Scope [172.16.242.0] LAB-2

> [] Scope[172.16.243.0] LAB-3

> [ Scope [172.16.250.0] SE-LAB-1

> [ Scope [172.16.255.0) MGMT
] Scope [192.168.0.0] LAB-0
-] Scope [172.16.240.0] DMZ
) Policiar
¥ Fite. NewPolicy...

F Deactivate

View >
New Window from Here
New Taskpad View...

Refresh
Export List...
Help
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1.2.3. Name the policy 'Polycom' and use 'Polycom' as the description, then click 'Next'.

DHCP Policy Configuration Wizard

Policy based IP Address and Option Assignment

hmmmmm.mmpnpm_ DI-Cantwn)lu
clients based on certain condttions (e.g. vendor class, user class, address, etc.

This wizard will guide you setting up a new policy. Provide a name (e.g. VolP Phane
Configuration Policy) and description (.9. NTP Server option for VoIP Phones)for your

Polcy Name:  [Polficom2

Description: [Polycom2

e ] [ oo

1.2.4. Click on 'Add..."' to add a criterion. Set 'Criteria' to 'Vendor Class', 'Operator' to 'Equals’, 'Value' to

'Polycom’, check the 'Append Wildcard' box, and then click 'Add'. You should see a single criterion
with 'Polycom*' listed. Click 'OK', then click 'Next'.

Cortiure Conchions forthe palicy E

Add/Edit Condition 7

8 conion forthe pokcy bang confoured. Seect 8 oees, cosretor
nirﬂ-!wh

Ctena:  [Vertor Dot

Cpsrer !—_|

Valeds)

DHCP Policy Configunntion Wizaed

Condiues Corntiera o the pobcy .

oy cortsof o e cortons o of cnfp o eton o,
Al e S 1 e hrt T AP et kv s s
St okt it Foan o

@ Ay = cordior baped o by uahed dorean raee o v
et atr s ga et R d et ctors o 7 ehes g

Coriorn o e

cao  Fon ™ ™ —
<ok |z ] [oee

1.2.5. If you are creating a policy restricted to a single scope, you will be asked if you want to define a
select IP range for assignments to requests that match the criteria, select 'No' and then click 'Next'.

1.2.6. Select Option 066, enter a value of 'https://pp.ringcentral.com/pp', and then click 'Next'
Yealink use a value of 'https://yp.ringcentral.com/yp' and for Cisco use a value of
'https://cp.ringcentral.com/cp'. Other phones which are not part of RingCentral's assisted
provisioning system may have a custom URL pointing the configuration files on your local web

. For
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server.

EHCP Policy Configueation Wizard

Corfiguam settngs for the policy =
Fthe condacns spachied ithe pokcy match  chae equest. s setngs el be Vi

erdas clsa [OHCF Stardad Opsere =

altie Ostiors Devcston =
21066 Bicn Server Hoat Mo TETP st saverhot e
Bocte Hase

00063 bcbi 1P Home ety Mk P i sancs ks ¥

1.2.7. Click 'Finish'.
2. Mikrotik DHCP Server
2.1. SSH to the device or use Winbox to open a New Terminal.

2.2. Create the DHCP Option and Option Set values by typing the following commands:

/ ip dhcp-server option add code=66 name=PolyConf-RC value="'https://pp.ringcentral.com/pp""
(Please note the odd value syntax, a single quoted string inside of double quotes.)
/ ip dhcp-server option sets add name=Poly-RC options=PolyConf-RC

2.3. You can now apply the DHCP Option Set to the entire address space served by a particular DHCP Server
instance or a particular subnet scope. At this point there is not a good way to use Vendor Class
conditional option delivery.

2.4, detailed info to follow

3. Fortinet

Fortinet/Fortigate does not provide a mechanism to conditionally send an option based upon the Vendor
Class/ID received.
4. |SC DHCP Server
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